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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	List IoT Applications.
	L1
	CO1
	[2M]

	2
	Expand TVR
	L1
	CO2
	[2M]

	3
	What is Penetration Testing?
	L1
	CO3
	[2M]

	4
	List cryptographic controls built into communication protocol.
	L1
	CO4
	[2M]

	5
	List PbD principles.
	L2
	CO5
	[2M]

	6
	What are the challenges associated with IoT compliance.
	L2
	CO6
	[2M]

	7
	What are messaging protocols.
	L3
	CO1
	[2M]

	8
	What is V&V in system security?
	L2
	CO2
	[2M]

	9
	Expand NISTCPS.
	L1
	CO5
	[2M]

	10
	What is a security plan.
	L4
	CO6
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Explain IoT device lifecycle with a diagram.
	L3
	CO1
	[5M]

	
	b)
	Discuss in detail Network protocols with diagram.
	L3
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Discuss about building security into design and development.
	L4
	CO2
	[5M]

	
	b)
	Explain how to build an attack tree.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Explain IoT system implementation Lifecycle.
	L2
	CO3
	[5M]

	
	b)
	Discuss IoT Security monitoring.
	L3
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Discuss how examining done on cryptographic controls for IoT protocols.
	L3
	CO4
	[5M]

	
	b)
	Describe about Identity Lifecycle.
	L4
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Illustrate privacy challenges of IoT.
	L5
	CO5
	[5M]

	
	b)
	Discuss in detail about IoT PIA.
	L2
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Discuss how to set up a compliance monitoring program.
	L3
	CO6
	[5M]

	
	b)
	Explain how existing compliance standards support IoT compliance.
	L4
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Illustrate differences between Cyber security and IoT Security.
	L4
	CO1
	[4M]

	
	b)
	Explain about merging fault and attack tree analysis.
	L2
	CO2
	[3M]

	
	c)
	Discuss the merits of security training to the users in IoT system.
	L1
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Elaborate on Bluetooth-LE and NFC.
	L2
	CO4
	[4M]

	
	b)
	Summarize privacy engineering recommendations.
	L3
	CO5
	[3M]

	
	c)
	Explain NIST Risk Management Framework.
	L2
	CO6
	[3M]
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